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In today’s society, pseudo-random number generators (PRNGs) are used 
in the coding of  cryptography, statistical studies, and video games. The 
prefix “pseudo” is necessary since, in nature, achieving true randomness is 
not possible. The use of  PRNGs, especially when made poorly, has 
brought with it users attempting to gain an advantage by predicting the 
outcome of  a given generator in advance. Successful “precognition” of  the 
PRNG output has troubling implications in the field of  cryptography. 
Since human “precognition” has largely been ruled out by statistical 
studies, what about computer “precognition”? To accomplish this, a neural 
network would be need to be programmed successfully to predict 
subsequent outputs. One example of  this was a neural network attempting 
to predict the digits of  the mathematical constant Pi, where it was fed 
digits of  Pi and asked to continue the sequence (Fan & Wang, 2018). The 
purpose of  this research was to simulate the concept of  “precognition” by 
training a neural network on a pseudo-random number generator.

The language used to develop this neural network was Python 3.6. 
Python, due to its ease of  use and access to many different machine 
learning libraries, was an appropriate choice for this project. The machine 
learning libraries used were scikit-learn and Keras with a Tensorflow
backend. Additional libraries, Pandas and NumPy, were used as well for 
data organization. Pandas was utilized to format the different data 
structures used to analyze the data itself  and NumPy was used to ease the 
operations done with the data. The random number generator utilized was 
the Mersenne Twister. This PRNG has a period, the number of  bits it will 
go through until it repeats, of  219937−1, making it a very reliable PRNG.

Two neural networks were produced. The first being a Multi-Layered 
Perceptron (MLP), the second being a Recursive Neural Network (RNN) 
Both neural networks used different nodes and connections in an attempt 
to distinguish patterns from the data fed into the system (Figure 1). After 
training, these neural networks were tested to see if  they could predict 
subsequent elements of  the Mersenne Twister. The neural networks were 
also evaluated to determine if  they could generate pseudo random 
numbers.

Each individual connection has a certain weight. These weights 
determined the chance that the neural network would go down a particular 
path; more positive being more likely, more negative being less likely. Many 
epochs, or sets of  changing weights, were gone through in an attempt to 
get the output to more closely mimic the training set, a section of  the data 
set that was predetermined (Figure 2).

Fifty sets of  3,200 pseudo-random bits (ones or zeroes) were used as 
the data set. Portions of  the data set were split into the training and test 
sets for each run. The neural network aimed to forecast the next 1,600 bits, 
trying to get closer to the answer each epoch. After the neural network 
produced its output, it was compared with the actual results using a root 
mean square error (RMSE). The RNN output included negative ones and 
twos in addition to the regular bits. The twos were treated as ones and the 
negative ones as zeroes for all analyses. The average error for the MLP was 
0.707 and the average error for the RNN was 0.704, indicating the neural

networks “guessed” correctly about 50% of  the time. Randomness tests 
from the NIST 800-22 publication were done on the RNN and MLP to see 
if, after studying the PRNG, they were able to generate random numbers. 
Some randomness tests were omitted because of  the number of  bits 
required, for example, the random excursions test required 106 bits, which 
would take longer than the span of  this project to train and test on. The 
RNN passed more tests than the MLP, which was expected (Graph 1), 
however neither was entirely random.

Even though these neural networks did not successfully mimic the 
PRNG, much information was gathered from them. A goal of  a PRNG is 
to be as secure as possible, since they are mainly used in cryptographic 
scenarios such as password keeping and digital signatures. Because of  this, 
it was not surprising that the neural networks could not successfully mimic 
the PRNG. The RNN producing values of  two and negative one, in 
addition to the expected outputs of  ones and zeros, was due to an error in 
the original code that was not fixed due to time constraints. The PRNG 
used in this research is a very advanced generator that has been thoroughly 
tested over time and is still used today in many cryptographic areas. 
However, the fact that some randomness tests passed at all was promising. 
This shows that, possibly with enough epochs and tweaking, the neural 
networks would be able to look at a string of  random numbers and output 
a different, but still random, string of  numbers. If  this project was redone 
with a more rudimentary PRNG, better results could have been collected.
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Figure 2 (left): This 
flowchart models the 
workings of  a multilayer 
perceptron. The yellow 
items are initializations 
and runs, the blue items 
are conditions, and the 
green items are the start 
and end nodes.

Figure 1 (right): Each circle in the 
diagram is a node and each line is a 
connection. The red connection is only 
relevant for the RNN, where it loops 
back onto itself. The green circles are 
the input, blue are output, and yellow 
are the hidden layers (layers that are 
convoluted to the human eye).
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Graph 1: The RNN had a higher number of  passes than the MLP during the 50 runs for 
each neural network. Both the RNN and the MLP failed the serial and the approximate 
entropy tests every time, except for the one trial when the MLP passed every test, which 
was most likely a fluke.


