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Results (cont’d)
Over the last decade, network virtualization has attracted industry and 

research because it makes physical hardware more efficient. Hardware can 
be used to its maximum potential by distributing digital resources over 
multiple applications (Bays et al., 2015), but only with the use of  software. 
Virtualization software allows multiple digital systems to be hosted on one 
physical system. It “provides an abstraction between user and physical 
resources, so that the user gets the illusion of  direct interaction with those 
physical resources” (Carapinha & Jiménez, 2009).

There are multiple issues facing large-scale virtualization, however. 
Network engineers are responsible for minimizing the resources provided to 
their network and defending those systems from intruders. According to the 
Open Web Application Security Project Top 10 in 2017, the top three most 
critical web application security risks are injection attacks, broken 
authentication, and sensitive data exposure. Of  these types of  risks, there 
are thousands of  known methods to exploit systems.

SQL is a programming language used in a database management system. 
It is used widely due to its ability to access multiple sets of  data with single 
simple commands, and because it can locate data regardless of  its location in 
a database. However, there is an issue: SQL is easy to read and dependent 
on user input, causing an inherent vulnerability in all SQL source code. User 
input is parsed in a way that interprets it as source code. Therefore, input 
can be crafted to edit the source code and change the meaning of  a query. 
This process is an SQL injection.

This project attempted to mitigate injections in MariaDB databases and 
decrease the time and resources it takes the server to execute queries and 
return results. By creating an effective method of  managing a database, it 
may be possible to reduce the resource cost of  currently existing methods 
of  preventing injections.

The method outline for this project was created using a system created by 
He & Bode in 2006 (Figure 1). VMware Workstation 15 Player was installed 
on a laptop to run Ubuntu Linux 18.04, which is capable of  hosting 
MariaDB databases. MariaDB was selected over other MySQL forks because 
it has more support, is sufficiently fast for small-scale projects, and can be 
hosted at no additional financial cost. 

A database was created consisting of  4 tables: a user table, an item table, 
an administrative table, and a database information table. This structure 
emulated the structure of  a larger company. Scripts were written in PHP, 
Javascript, and HTML to create a web application and connect it to the 
database. Through the web-app, users and administrators could interact with 
the database.

To detect SQL injections, new PHP modules were written. Before 
runtime, a set of  string sequence types was created for each input location in

the web application. During runtime, a function converted each SQL 
statement into its “stripped” form, where each word in the statement 
existed. The pre-made and runtime stripped queries were compared for 
string similarity, and the runtime query was rejected from the program as a 
potential SQL injection if  there was a difference. 

Once these steps were finished, error creation and data collection began. 
Each time an injection was detected, a general error message was created to 
display on the web-application. Before and after testing, the database sent 
resource reports to the database information table. These reports indicated 
the CPU time, number of  logical reads, and time to execute (TTE) SQL 
queries (Table 1).

No data was collected on the time-to-execute, CPU time, or logical reads 
of  the method. Mock data is shown to provide a realistic example of  data 
that would be collected.

Four two-sampled t-tests would be performed on the data in Table 1. The 
tests would determine if  there were significant differences between the 
average time-to-execute, average logical reads, and logical CPU time for the 
system with the method and without the method. The difference between 
average detection rate with the method and without the method was 
determined to be statistically significant (Mwithout = .5, Mmethod = 1, SDwithout = 
.45, SDmethod = 0, t(50) = -7, df = 99, p < .01). 

The purpose of  this project was to create a new method capable of  
mitigating SQL injections in MariaDB, and to decrease the time and 
resources it takes a server working with a web application to execute queries 
and return results. While the methods, in addition to the web application, 
were completed and tested, no data on the other three variables were 
collected due to time constraints and lack of  familiarity with the MariaDB’s 
information system. Also, there were no false positives or false negatives 
found during testing of  the method.

Since the methods of  stripping queries to their basic types were created 
using an algorithm (Hirschberg, 1975) built off  of  another algorithm 
designed for the purpose of  comparing DNA sequences, it is possible that 
additional methods could be taken from similar fields of  research and 
applied to the fields of  information technology and cybersecurity.

Completion of  data collection would allow the comparison of  the 
methods of  this project to those detailed in other experiments. Some 
methods use worst case time complexity and physical resource use to 
determine the efficiency, and the same could be done for the methods of  
this project by determining the number of  machine instructions and byte 
storage for the function.
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TTE (ms) Without Method Detection Rate Without Method
Mean 0.44 0.28 Mean 0.5 1
Standard 
Deviation (SD) 0.14 0.13 SD 0.505 0
N 50 50 N 50 50
Two‐tailed p < .001 Two‐tailed p < .0001

t = 6.0993 df = 99 Error = 0.027 t = 4.3496 df = 99
Error = 
0.063

CPU time (ms) Without Method Logical Reads Without Method
Mean 517.86 505.84 Mean 168 100.12
SD 266.05 258.75 SD 52.3 29.13
N 50 50 N 50 50
Two‐tailed p 0.8176 Two‐tailed p < .0001

t = 0.2313 df = 99
Error = 
51.967 t = 8.0971 df = 99

Error = 
8.384

Figure 1 (above): A flowchart detailing common processes for penetration testing. The 
methods described allow for project scaling as goals are met, and accounts for cleanup and 
improvements at the end of  the project. (He & Bode, 2006).

Table 1 (above): Mock data of  the results of  the project, for average time to execute, 
average CPU time, and average logical reads with and without the engineered methods. 
Detection rate was tested and has real statistics. Note that RAM is not measured; most 
database systems will attempt to use as much RAM as is available to them.

General Process of  Penetration Testing
Prepare
- Identify scope and extent of  test
- Gather documentation

Analyze
Document & Improve
- Review records
- Get useful feedback

Network Enumeration
- Gather information about target

Find Vulnerabilities

Exploitation
- Gain root/admin-level 
access to system

Iterate
- Discover more flaws in security
- Implement additional tests


