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As schools switch to virtual learning the need for a school’s 
network infrastructure to function is more important than ever to 
allow teachers to teach and students to learn. The increased 
number of external devices connecting to school networks have 
exposed school districts to a wider range of risks than ever before. 
With more attacks occurring by September of 2020 than in all of 
2019, cybersecurity will play an increasingly important part in 
securing school networks with the rise of online learning (Klein, 
2020). A network is a group of devices that can communicate with 
one another using packets or blocks of information to send a 
message. Packets contain two main pieces, a packet header and an 
information payload. The packet header contains metadata and is 
used by devices to determine where a packet is going, coming 
from, and how it is traveling across the network to deliver its 
payload for a webpage or application. Packets can be captured as 
they travel across a network by a device that listens and records 
traffic, this is known as passive monitoring (Gandi et al., 2014). 
Once the packets are recorded a user can isolate the packet headers 
and portions of its payload for analysis. 

The purpose of this project was to create an application that 
collected information about a network through passive monitoring 
and could search that information for abnormal packet traffic 
patterns, alerting the user to these abnormal patterns to reduce the 
effects of the attacks, or prevent it.

The deployed application combined the capture, formatting, and 
detection layers to process the networks traffic pattern in near real 
time. Graph 1 shows the application’s outputs over a series of 20 
trials. After each set of ten trials, the weights and biases were 
tuned further, and the detection layer was updated and retested.

The main application can be broken down into three parts, the 
capture, formatting, and detection layers. Packet capture was 
performed using the network monitor Pktmon, an application built 
into Windows 10, that captures and saves packet header metadata 
into a text file. A series of three PowerShell scripts were created to 
capture and move the text outputs into the file directory of the 
application. Once the text file was moved and renamed the final 
PowerShell script activated a Python method that parsed the file 
for each packet’s source and destination Ip address, MAC address, 
and port, as well as the size of the packet. Each data point was 
compared to a series of whitelists, blacklists, or other metrics and 
was converted into a 2D list of integers. This list was used by the 
neural network to identify the state of the traffic. 

An output closer to 0 represented normal traffic, while a value 
closer to 1 represented abnormal traffic . This value was compared 
to a threshold for abnormal traffic, which if met would display a 
warning to the user so they could take any necessary actions to 
secure the network. 

Testing and tuning of the application was done using a 
testing environment consisting of three computers, and an ethernet 
switch (Figure 1). Multiple devices were used to create a more 
realistic traffic flow between devices. After both the environment 
and the application were complete the detection layer was tuned to 
recognize the testing network’s traffic as normal traffic. Once the 
detection layer was able to identify this traffic as normal the 
application was deployed on the testing network to test its ability 
to detect and identify both normal and abnormal traffic. Attacks 
were run against the testing devices to generate abnormal traffic, 
these included adding an unauthorized device to the testing 
network that attempted to access and move files, obtain control, 
and execute shell commands. If the detection layer failed to 
identify an attack the packet headers from the test were used to 
tune the weights and biases to improve the detection rate of 
abnormal traffic.

The application was successfully deployed on the testing 
network. It was successful at identifying abnormal traffic from the 
test network during attacks for 50% of the final group of ten trials, 
however, during 10% of those trials false positives were identified. 
The detection rates would most likely be improved further by 
expanding the scale of the detection layer, as well as continuing to 
tune the detection algorithm. Further development of the 
application could be done by improving the capture methods to 
gain more data points from each packet as well as increasing the 
number of comparisons in the detection layer. The application 
could also be developed into an active monitoring system by 
giving it the ability to block traffic it perceives as malicious, and 
block devices from the network. 
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Once the weights and biases of the application had been tuned 
to output a value near 0 for normal traffic the application was 
introduced to packet captures from the test network under an 
attack. The application was then tuned to recognize these inputs as 
abnormal. Once this was completed the application was deployed.
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Figure 1: The devices used to test and train the passive network monitor. The laptop on 
the left is running Lubuntu , a lightweight version of Ubuntu, the laptop on the right is 
hosting the application in Windows 10, and the Raspberry Pi in the center is running 
Raspbian.

Graph 1: Output of the application when it was shown network data from a network that 
was under attack. Values above 0.5 indicate a successful attack detection, while values 
below 0.5 mean the network failed to recognize an attack.
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