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Most websites that accept user-submitted content are host to two 

different types of users: humans and malicious web bots. Malicious web 
bots are scripts written to automatically post spam, advertisements, 
phishing links, and other content with the intent to harm human users or 
the website itself.

In order to defend against malicious web bots, website owners can 
take one of two approaches: human interactive proofs (HIPs) and human 
observational proofs (HOPs). HIPs require extra interaction to verify 
user humanity, such as reading distorted letters and entering in what they 
say. In contrast, HOPs do not require extra interaction and work under 
the assumption that there is an observable difference in how humans and 
bots interact with a website (Jin et al., 2013). This means that HOPs 
offer a superior user experience because they require less effort from 
website users to complete. The purpose of this project was to create a 
HOP that used machine learning to detect web bots based on user 
interaction data.

Materials and Methods
To collect interaction data from human and robot users, a data 

collection website was written in Python using the Flask web server 
package. This website provided a series of forms that logged keyboard 
and mouse interactions when filled out by humans or bots. Additionally, 
the website logged various attributes about the user’s browser as 
Boolean values. An example form is shown in Figure 1. Human users 
were sent invite links including unique identifiers to ensure that bot 
users could not be classified as human.

Data collection was carried out in a series of three rounds. In each 
round, invite links were shared with peers. Once a steady number of

human submissions had been 
received, an equal number of 
bot submissions were generated. 
These bot submissions were 
generated by a Python program 
which used the Selenium 
WebDriver package. After 
interaction data was collected, it 
was downloaded and 
preprocessed into a format 
usable with TensorFlow, a 
Python machine learning library. 
Models were trained using the 
preprocessed data according to
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In order to evaluate the accuracy of the resulting machine learning 
models, the data from the second and third rounds of collection were 
processed using the models which were trained using the data from the 
preceding rounds. In order to quantitatively evaluate each of the machine 
learning models, the true positive rate (TPR) and true negative rate 
(TNR) were measured. The TPR was the percentage of data points that 
the models correctly classified users as humans, whereas the TNR was 
the percentage of bots that were correctly classified. The best TPR and 
TNR achieved by Wei and others (2019) had values that were greater 
than 0.99, so the models created in this project would be classified as 
successful if they have both a TPR and TNR with values over 0.99. The 
TPRs and TNRs achieved by the round one machine learning models 
and the combined round one and two machine learning models are 
shown in Table 1 and Table 2, respectively.
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This project was unsuccessful in developing an interaction-based web 
bot detection system that achieved the desired TPR and TNR threshold 
of 0.99. Despite this, all models demonstrated some growth. The 
keyboard model had the most growth with its TPR increasing by 0.093 
and its TNR increasing by 0.055. However, only the TNR increased on 
the mouse model and only the TPR increased on the browser attributes 
model.

The mouse model has a TNR of 0.948, making it the most accurate at 
detecting bots. It also has the lowest TPR at 0.703; however, this may be 
explained by the fact mouse data of a human from a smartphone appears 
very similar to the erratic mouse movement of a bot, causing a false 
negative. The browser attributes model had the best TPR, but with a 
TNR of 0.000 it obviously had issues. These results were likely due to 
the browser attributes collected not being good indicators of the 
likelihood of a user being a bot.

Future researchers could improve upon this work by training models 
on more metrics, like HTTP request frequency and touch screen 
interaction. Additionally, each model could be integrated into a single 
authoritative classification of the user’s humanity.

the procedure shown in Figure 2. This process was repeated for each 
round in order to visualize the change in accuracy of each machine 
learning model and to refine the training process over time.

Figure 1 (above): This contact form was one of 
the seven forms used for data collection. It was 
designed to record user interaction data and 
transmit it to the server upon clicking the 
“Send” button.
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Figure 2 (above): This flowchart summarizes the process of preprocessing and training 
each of the four machine learning models used in this project. The neural network used 
varies because the different types lend themselves to different classification tasks. The 
transformation of mouse data into 600 by 600 images is based on the method used by Wei 
and others (2019) for preparing interaction data for machine learning training.
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Table 2 (above): The TPR and TNR of the models trained based on data from rounds one 
and two of data collection. The sample sizes differ from those shown in Table 1 because 
of variation in the number of data points in each round three submission compared to the 
number of data points in each of the the round two submissions.
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Model Human data 
sample size

TPR Bot data sample 
size

TNR

Keyboard 2839 0.719 4398 0.851

Mouse 1491 0.752 966 0.937

Browser 
Attributes

294 0.864 312 0.500

Table 1 (above): The TPR and TNR when evaluating round two of data collection using 
the models trained on data from round one of data collection. The sample sizes vary 
between models and humanity because of variations in the number of data points in each 
submission.

Model Human data 
sample size

TPR Bot data sample 
size

TNR

Keyboard 2056 0.812 9364 0.906

Mouse 1340 0.703 2876 0.948

Browser 
Attributes

255 0.941 719 0.000


